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1.1

1.2

1.3

Introduction
About This Document

The information in this guide is intended for administrators setting up evaluation
and proof-of-concept deployments of MOTOTRBO Dispatch over IP solutions. This
document describes the steps required to configure communication with a
MOTOTRBO Extended Range Direct Mode (ERDM) system.

For more comprehensive information on the Neocom TRBOnet family of radio
network software tools, refer to the Documentation section of our web site.

About TRBOnet

TRBOnet is a suite of professional applications for MOTOTRBO digital two-way radio
networks. TRBOnet manages voice and data communication paths across network
endpoints. It provides a unified graphical dispatcher workbench interface for the
entire range of workforce fleet management tasks.

Contacts
Region Phone Email & Support

EMEA +44 203 608 0598 .
info@trbonet.com — general and
commercial inquiries

Americas +1872 222 8726 support@trbonet.com — technical
support
http://kb.trbonet.com — online

APAC +61 28 607 8325 knowledge base
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2 System Components
2.1 TRBOnet Enterprise/Plus

The TRBOnet software consists of several modules which enable you to build
enterprise dispatch solutions of different levels of complexity and redundancy. The
first step in implementing the best solution is determining the topology for the
customer's system; then identifying the combination of modules to implement the
best customer solution.

2.2 IP Connection (Wireline Connection)

TRBOnet Server can be connected to a two-way radio system via an IP connection
creating a direct communications path for all voice and data information between
them. The topologies can be in the form of a LAN, WAN, or VLAN and/or any
combination thereof.

2.3 Wireless Connection (Control Stations)

If TRBOnet Server doesn’t have an IP connection to the radio system, it can be
connected via a control station (also known as control radio or donor radio).

2 TRBOnet Enhanced Range Direct Mode — Deployment Guide
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3.1

System Description

The Extended Range Direct Mode system utilizes a time division duplex repeater that
receives a direct mode transmission and repeats it 90 ms later. This systems's
primary purpose is to extend direct mode range while utilizing a single frequency.

A radio initiates a transmission as it does in direct mode and can receive
transmissions directly from a radio or from the repeater. At the beginning of
reception, the radio selects the best signal. Therefore, direct mode operation is still
supported in the absence of the repeater without having to change channels. When
receiving directly from a radio, the receiving radio displays the talkaround icon.
When receiving from the repeater, the receiving radio does not display the
talkaround icon.

Extended Range Direct Mode is a single site conventional mode solution that
supports the following features:
e Voice Calls (Group, Individual and All)
e |P Data (Unconfirmed Group, Unconfirmed Individual and Confirmed
Individual)

e Control (Radio Check, Radio Inhibit and Uninhibit, Remote Monitor, and Call
Alert)

e Privacy (Basic, Enhanced, and AES)
e Restricted Access to System (RAS)
e Voice Transmitter Interrupt

e NAI wireline interface for voice and control for 3rd Party Voice and Control
Applications

e MNIS Wireline Data gateway for MSI and 3rd Party Data Applications
e Remote Repeater Programming

e RDAC

¢ Analog CWID and FCC Level 1 Monitoring

Interactions between ERDM Radios and Direct Mode Radios

If both Direct Mode radios and Extended Range Direct Mode radios are
programmed with the same frequency, color code, and talk group, they are able to
communicate with each other in direct mode. However, in the presence of the
Extended Range Direct Mode repeater, there is an imbalance in range that is
dependent upon the receiving radio.

The repeater re-transmits either the Direct Mode radio's transmission or the
Extended Range Direct Mode radio's transmission. However, only the Extended
Range Direct Mode radio is able to receive the repeater's transmission. Because a
Direct Mode radio does not receive the repeater's transmission, there is an
imbalance in coverage. Therefore, it is recommended that Direct Mode and
Extended Range Direct Mode radios are not used to communicate with each other in
the presence of the Extended Range Direct Mode repeater.
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3.2 Licensing

A software license is required in the repeater for this feature to be operational.
However, license is not required in the radio.

3.3 System Topologies

There are two possible topologies when using the MOTOTRBO Extended Range
Direct Mode system with TRBOnet software.

3.3.1 IP Connection to Repeater

This topology is used when TRBOnet Server has an IP connection to the repeater.
Note the use of NAI Voice and NAI Data in this configuration.

Time Slot 1

Frequency 1: i e Siot 2

NAI Voice and NAI Data

<_ P —>_ Repeater
IP connection

FL/TS2 F1/TS1
TRBOnet
Server % %

Figure 1: IP Connection to the repeater

3.3.2 Connection via Control Station

This topology is used when TRBOnet Server doesn't have an IP connection to the
repeater. In this case, it can be connected via a control station (also known as control
radio or donor radio).

Fr ey 1: Time Slot 1
€AUENCY L Time Slot 2

|Iﬁ # Voice and Data \( Fy/TS2
- — —P ControIStation\Fl/Tg\_
Repeater

USB + Audio Cable Frequency 1

F1/TS2 F1/TS1

TRBOnet
Server

% S

Figure 2: Wireless connection to the repeater

4 TRBOnet Enhanced Range Direct Mode — Deployment Guide
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4 Configuring MOTOTRBO Equipment

This section describes how to configure MOTOTRBO equipment, such as repeaters,
control stations and subscriber radios, using MOTOTRBO Customer Programming
Software (CPS).

e Launch MOTOTRBO CPS.

e On the menu bar, select View > Expert.

4.1 Configuring a Repeater
This section describes how to configure a repeater to be used in an ERDM system.

e Connect your repeater to the PC via a programming cable (USB).
Or, if an IP connection is available and the network parameters are known
(Remote > IP System Settings), establish a connection to your remote
repeater (Remote > Connect).

e Click the Read button on the toolbar.

@ @ H| 3 X |3 o@|Q (] M I
RM | Open Save | Reporis | Delete | Cut Copy Paste | Search || Read | Wnte Clone Elluet

4.1.1 General Settings

¢ In the left pane, select General Settings.

SLR 5500 )
- m@. e — General Settings

- Accessories Top CWID  Voting  Microphone

W Security

~

“Ea. Network Radio Name IIPSC Master
-y Link Estabiishment ) T

& @ Radio 1D ) |102
- ¥ MOTOTRBO Link
ks Sites SIT (ms) |ewu 3:
4" @8 Talkgroups

2 G Call H Ti -

- Channes roup Call Hang Time (ms) |3,u.u.u 3

Private Call Hang Time (ms) Im 3:

Emergency Call Hang Time (ms) Im 3:

Call Hang Time (sec) |3 3:
Repeat Gain (dE) Iu_u 3:

Antenna Relay Delay Timer (ms) Im,u 3:
v

¢ In the General Settings pane, specify the Radio ID of the repeater. This must
be a unique Peer ID among the repeaters in a radio system and also not in
conflict with any other third party application Peer ID. The recommended
range is from 1 to 255.
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4.1.2 Network

¢ In the left pane, select Network.

O flies SLR 5500
- [l General Setings Network
Q Accessones Top Radio Metwork  Metwork Setting |IP Repeater Programmin
i Security
E?E | 192 . 168 . 40 1

@ Link Establishment
-~ % MOTOTRBO Link
Lt sites Metmssk 255 265 355.0

Accessory [P 192.168.40.2

-3l Talkgroups
- Channels

Radio Network

CAl Network |12 3:
CAl Group Netaork: Im 3:

Network Setting

oHCR [

| 1 . 10 . 102 . 13
Gateway P)| 40 . 10 . D 1
Gateway Netmask | 355 . IEE [i] o

IP Repeater Programming

Enable ) v

¢ In the Network pane, specify the following parameters:
= Radio IP
This is the IP address used by the repeater to communicate with the PC
(using the USB connection) and has to be unique. To avoid conflicts in case
there are several stations connected with USB, you can change the third
octet of the address.

Network Setting

If your radio system is on a private network, specify the following network

parameters:

= Ethernet IP
This is the LAN address of the repeater that can be obtained from your
network details; the last octet of the IP address must be unique for the
system's local network.

= Gateway IP
This is the address of an upstream system (router). If a router exists, specify
its LAN address here.

= Gateway Netmask
Set the Subnet Mask, for example, 255.255.255_0 or 255.255.0.0

depending on the subnet.
IP repeater Programming

= Enable
Select this checkbox to provide the ability to remotely program the
repeater.

6 TRBOnet Enhanced Range Direct Mode — Deployment Guide
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4.1.3 Link Establishment

¢ In the left pane, select Link Establishment.

- il SLR 5500 . .
" Generm Setings Link Establishment
- Accessories Top  IPSite Connect  Capacity Plus
L)
g Network Master VI
&, Link Estabishment
% MOTOTRBO Link | ®
-'_ :- Sites
o Talkgroups | . 10 . 10z . 131
[H-- @@ Channsls
- e
Peer Firewall Open Timer (sec) |g 3:
Master Archive File |
IP Site Connect
W

¢ In the Link Establishment pane, specify the following parameters:
= Link Type
From the drop-down list, select Master if you are configuring a master
repeater, or Peer if you are configuring a peer repeater.

= Authentication Key
Specify the authentication key that can optionally be used to access the
repeater.

= Master IP
Enter the Ethernet IP address of the master repeater.

= Master UDP Port
Enter the UDP port number of the master repeater.

= UDP Port
Enter the UDP port number of this repeater. If you are configuring a master
repeater, set this value the same as that for Master UDP Port.
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4.1.4 Channel

¢ In the left pane, under Channels, right-click Zone and from the drop-down
menu, select Add > Digital Channel.

& R Zone1
General Settings
R Accessories Drag channels to desired position
e Security
2% Network Channel gﬂm""‘," e Squelch | Voics Color Extended Range Direct \nbound
Link Estabishmer Name (kszJ i Sa Level | Emphasis Code Mode e
MOTOTREO Linl - -
o e pig Link 51 WA NiA & = ma 7 | Enatied 1
4"l Talkgroups
- @ Channeis
oo F Add 3 Analog Channel ShiftsF5
P— Digital Channel Shift=FE
Copy  CikC Dynamic Mixed Mede Channel Shift=F11
Paste  Cirisy Capacity Plus Voice Channel Shit=Fg
Capacity Plus Data Channel ShiftFg
Deete Dl
Capacity Plus Voics Channel (Linksd) ~ CirisShift=F8
Rename  F2
Capacity Plus Data Channg! (Linked)  Clri+ShiftsFg
Sort »
< > 1 | |

¢ In the left pane, right-click the channel you have just added and from the
drop-down menu select Rename, or select the channel and just press F2 on
the keyboard. Enter a new name for the channel, for example, "ERDM".

= filies SLR 5500
General Settings

@ Accessories Top  Enhanced GNSS RX  TX
@ Security

~

a5 Network Color Code [ 3;
------ Link Estabishment -

MOTOTREO Link Extended Range Direct Mode ) |Enabled
i Sites Inbound Color Coge Y1 =]
...... 48 Talkgroups
[E- @8 Channels Outbound Color Code ) |2 3:
[ Zonet
=-a Network Application Interface Phone ) W
~n@: ERDM

System Controller Mode [

1P Site Connect [jygne vl
Messaging Delay (ms) [gg -I
RSSI Threshold (0Bm) g 3;

¢ In the ERDM pane, specify the following channel-related parameters.

= Extended Range Direct Mode
From the drop-down list, select Enabled.

= Inbound Color Code and Outbound Color Code
Use different color codes for the inbound (radio transmission) and
outbound (repeater) transmissions.

= Network Application Interface Phone
Select this option to enable NAI telephony on the repeater's channel.

8 TRBOnet Enhanced Range Direct Mode — Deployment Guide
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=] fillsy SLR 5500
General Settings
@ hccessories

= Link Estabishment

Top

e Securty
|

-5 MOTOTRBO Link

s Stes
- {3l Talkaroups 119 972500

- @ Channels
- & Zonet

S EROM

Offset (MHz)

|5.DDDDDD Frequency (MHz) |4—1 9.972500

_can |

Enhanced GNSS RX  TX

-

Paower Level IHigh -
TOT (sec) IGD 3;

Enhanced Channel Access [

= Enter the same frequency for TX Frequency and RX Frequency.

Note: Make sure that the channel you have added is the first in
the list of channels as the repeater will work on the channel

which is on top of the list.

=-{llE8 SLR 5500
General Settings ZOne1

§  Accessories Drag channels to desired position
& Security — Wirgine Network ot Rss!
2 Network Channe! o pe - Squeich | Mute “Voice Color Applcation g“;m‘ﬂer IP Site Messagng |~
= ndwidth ueich )
= Link Estabiishment Name {kHz) Level GPIO Emphasis Code Interface Mode Connect Delay (dBm)
Pn Phane
I Sites A N
248 Takaroups ERDM NA NA 5 Hwa NiA 1 H r I |set1asetz | Noma -100
B @ Chames CaPlus_V NiA NiA & = wa NiA 1 +H | wa Ni& -50

=

..... JL D ERDM

30 caPus_ v

4 | »

e Once you have finished configuring the desired repeater parameters, click the
Write button on the toolbar.

|| 1 | %
RM | Open Save | Reporis | Delete

&
Cut Copy

ste

Q |

Search | Read | Wi

8| e
rite | Clone | Bluetooth
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4.2 Configuring a Control Station

This section describes how to configure the radio to be used as a control station in
an ERDM system. Control stations are used in the scheme depicted in Figure 2.

e Connect your radio to the PC via a programming cable.
e Turn on the radio.
e Click the Read button on the toolbar.

DP4301 ~ =
= ﬁ ______ {8 General Seffings General Settings

"""" @ Accessories Top CWID  AudioProfile  Microphone  Backlight Battery Sawver  Alets  Cwer-the-Air Prog
....... un BU‘“QHS
Persistent LRRF Reguests  Lone Worker PowerlUp  Password and Lock  Front Programming Pas
....... [E Text Messages
....... Telemetry Delete All 5 Tone Radio 1D
....... E Menu ~
....... G+ Securty Radio Name  |Control Station
....... -ﬁgﬁ- Network "
------- @) Anncuncement
i Job Tickets Welcome Image
- Signaling Systems

5

5

[ Encoder
[ Decoder
E
£
=

Contacts Radio 10°) [gaz5d]
- RX Group Lists
.. @8 Shannale

4.2.1 General Settings

¢ In the left pane, select General Settings.
¢ In the General Settings pane, specify the following:

= Radio ID
Enter the Radio ID of the control station. The default value is 64250.

Note: This value will then be used as the control station'’s
Radio ID when connecting a control station to the
TRBOnet Server. See section 5.1.2, Connecting a Control
Station.

Control Station #1

Mame: Control Station #1

IP Address: 192,168.93.2 A
Mode: Single Control Station
System Identifier: Department 1

10 TRBOnet Enhanced Range Direct Mode — Deployment Guide
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4.2.2 Network
¢ In the left pane, select Network.
B~ [§ DP4so1
...... General Sefings Network
""" g Accessories Top Radio Network  Services Control Station |P Site Connect Bluetooth Eluetooth Serial Port Profile Data |
...... Buttons
LUSE HID Data Routing
""" [Ed Text Messages
...... W Telemetry - -
Radio IF 192 168 . 88 . 1
______ e <)
...... Securi Accessory [P ) 182.168.88.2
L rity
""" = Network Netmask 265.255.255.0
------ @1 Announcement
& Job Tickels Blustooth IP 192.168.99.1
- Signaling Systems Biuetooth Accessory IP 192.168.99.2
UISB DMS-5D Interval I ,l
- 80 sec
- "
) Radio Network
H- RX Group Lists
- Channels
- (@8 Scan CAl Netwark |12 3:
[l Roam CAl Group Network Im 3:
- Capacity Plus
Max TX PDU Size (bytes) (750
Telemetry UDP Port |4nua 3;
T T —
W

In the Network pane, specify the following parameters:
= Radio IP

This is the IP address used by the radio to communicate with the PC (using
the USB connection) and has to be unique. To avoid conflicts in case there
are several stations connected with USB, you can change the third octet of

the address.
= Accessory IP

This is the IP address that is given to the PC by the radio that is connected

to it.

Note: This value will then be used as the control station'’s
IP Address when connecting a control station to the
TRBOnet Server. See section 5.1.2, Connecting a Control

Station.

Confrol Station #1

Mame: Control Station #1

Radio ID: 64250 :
l IP Address: } 192.168.98.2 L]

Mode: Single Control Station

System Identifier: Department 1

= Forward to PC
From the drop-down list, select Via USB.

11
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4.2.3 Contacts

12

¢ In the left pane, select Contacts > Digital and right-click it. Click Add > and
from the drop-down menu select the type of a call you want to add a contact

for.

DP4201
General Seftings
9 Accessories
- EE Buttons
... B8 Text Messages
T Menu
@ Security
= Network
@) Announcement
Job Ticksts
- Signaling Systems
- [B Encoder
- [@ Decoder
- {8 Contacts
5 Tone
mDC
Quik-Call ||

-

i,
LTt

A“

n.g% Firemen

Connection
Type

20 -+ uss

Regular

Route Type

Call
Receive
Tone

Text Message
Alert Tone

Ring Style

[T MosStye Repetitive

4 Group Cal CirisF7

- RX Gro
e Cha

CtrisX

y  CtreC

CtrisV

Private Call Cir+F8

Al Call Ctrl+F9

Dispatch Call Ctri+F10
PC Call Ctri+F11

e Enter the Contact Name and Call ID for the contacts you have added.
4.2.4 RX Group Lists

¢ In the left pane, select RX Group Lists > Digital. Right-click it, and choose
Add > RX Group List.

.. B Text Messages
Telemetry
T8 Menu
@ Security
e Network
-3 Announcement
Job Tickets
- Signaling Systems
Encoder
- [ Decoder
- [B8 Contscts
88 RX Group Lists
i egB st

[T~ - -
(& R Rl e R

Flexible RX List
H Channels

[ @8 Scan

B~ @ Roam

Auszilable

Police

¢ In the left pane, select the group you have added.

- I

Members

Firemen

¢ In the right pane, in the Available list select a group, or multiple groups using
the SHIFT key, and click the Add button.

As a result, the group(s) will appear in the Members list.

TRBOnet Enhanced Range Direct Mode — Deployment Guide
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4.2.5 Channel
¢ In the left pane, select Channels. Right-click it, and choose Add > Zone.

00 Telemetry -~
- TE Menu
& securty Drag zones to desired position
;?S ::'::;mem Set Voice Files | Clear Voice Files |
Job Tickets Position Zone Name Voice Announcement File
- Signaling Systems b Zonet None

H

H

H- [ Encoder 5 2 Channel Pool | None
:| Decoder
H
H
=

Channels

- @ Conlacts
RX Group Lists
iR~ - -
ECE
s Cut  Ciix
fn Copy CirkeC
I @ Ch| Paste ClisV
- Scan
B ‘Capacity Plus v I

Sort 3

¢ In the left pane, select the zone you have added. Right-click it, and choose
Add > Digital Channel.
[ (B8 Job Ticksts ~
E Encoder Drag channels to desired position
E <t Voice Fies | Clezr Vioice Fies |
£
Channel . -
Position it:;:"d Veice Announcement Fie oo g"::;m" ::;:?efﬂ Sean List
w) Add L3 Analog Channel Shift+F5 )
Cut  Cirkx ‘ Digital Channel Shift=F6 NIA r Eligible NiA
Copy  CrkC Capacty Plus Personaity Shit=F7 NIA r Esgible WA
Paste CirsV Capacity Plus Personality (Linked) Ctri+Shift+F7 NIA r Eigible WA
5 Tone Channel ShiftsF4
Delete Del
Rename F2 | a I I v

¢ In the left pane, select the channel (for example, named ERDM) that has
previously been added.

= DP4301 "
General Setting
@ hccessores T RX X
EE Buttons
- B Text Messages Voice Amnouncement Fie [[ione =l ~
- 00 Telemetry
- T Menu Dual Capacity Direct Mode [~
@ Secunty Timing Leager Preference lm
oogig Network
I pu— sconmoam ot [eemnln T3]

Job Ticksts
Signaling Syste

ecnder colr Code [0 =]
Decoder Extended Range Direct Mode
te nge Dir Enabled v

Contacts
RX Group Lists nbound Color Code )1 =]
~ @ Channels

Sy Outbound Color Code ) [z =]

o ERE RepeaterTime Sot [ -
Scan Phone System  [none >

B~ Roam v

< - 5 ARS  |On System Change - -

Auto Sean [

¢ In the right pane, specify the following parameters:

= Extended Range Direct Mode
From the drop-down list, select Enabled.
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= Inbound Color Code and Outbound Color Code
Use different color codes for the inbound (radio transmission) and
outbound (repeater) transmissions.

Note: The Inbound Color Code and Outbound Color Code must
be the same as the corresponding color codes you have
specified for the repeater.

= Option Board
Select this option to enable the option board capability on the channel. The
option board must be installed and enabled in the radio otherwise this
feature will not function.

B DP4801
@ General Setfings
@ Accessories Tom RX X
@ Butions
v ) Telemetry
B Menu
@ Security
25 Network Frequency (MHz) )fa19 572500 equer 9.97
@) Announcement .
- @8 Job Ticksts RefFrequency [peraut Ref Frequency |Defautt =
- Signaling Systems:
- Encoder List1 - Contact Name ) (16 10 -
@8 Decoder
L Emergency Alsrm Indication [~ Emergency System ,h
[ Contacts
[+ RX Group Lists Emergency Marm Ack [ vox I
[ @8 Channels
. Emergency Call Indication [~ Pawe - -
- @ Zonet rLevel [righ
-o1L'%: ERDM Emergency Call Decode Tone 7 TOT e ,E
i ] Channel Pocl
[+ Scan TOT Rekey Delay (s&¢) |0 3:
B Roam
S Alow Interruption [
[ Capacity Pus

= In the RX Frequency box, set the same radio frequency that you have
specified for the repeater.

= RX Group List
Select the Group list you have specified in section 4.2.4, RX Group Lists.

= TX Contact Name
Select the contact to which a call will be initiated on the channel when
pressing the PTT button. The contact is selected from the Contact list you
have created in section 4.2.3, Contacts.

e Once you have finished configuring the desired radio parameters, click the
Write button on the toolbar.

14 TRBOnet Enhanced Range Direct Mode — Deployment Guide
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4.3  Configuring a Subscriber Radio

This section describes how to configure a subscriber radio to be used in an ERDM

system.

e Connect your radio to the PC via a programming cable.

e Turn on the radio.
e Click the Read button on the toolbar.

B § DP4sot
o B General Setlings|
@ Accessones
EHE Buttons
Text Messages
o @0 Telemetry
T Men
i Securty
e Network
@7 Announcement
- Job Tickets
- Signaling Systems
- Encoder
- Decoder
| Contacts
o RX Group Lists
- Channels
= Sean

o e Oy O e O e B B W e

-

General Settings

Top CWID  AudioProfile  Microphone — Backlight —Battery Saver  Alerts  Overthe-Air Programming — Persistent L RRP Reque

Lone Worker Power Up Password and Lock Eront Programming Password Delete All 5 Tone Radio D

Radio Name IRadiD 235

Select
Remaove

Welcome Image

GeoDbs
v

GNSS  [gPsiazss ~|

Frivate Calls ) [
v

4.3.1 General Settings

¢ In the left pane, select General Settings.

¢ In the General Settings pane, specify the following:

= Radio ID

Enter the Radio ID of the radio. This ID is used by other radios to contact
this radio, for instance, communicating via a private call or text message.

= GPS

Select this checkbox to track the location of the radio if the radio is
equipped with a GPS module.

= Private calls
Select this checkbox to enable the initiation of a Private Call on a digital
channel. When disabled, a prohibit tone will sound when the user tries to
initiate a Private Call.

15
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4.3.2 Network

¢ In the left pane, select Network.

£ [§ DPéam
------ General Settings Network
""" @ Accessories Top  Radio Network  Services  Control Station  |P Site Connect  Bluetooth  Bluetooth Serial Port Profile Data F
LUSEB HID Data Routin
------ [E8 Text Messages
...... @D Telemet “
> <
...... E Menu
...... @ Security Accessory [P 182.168.10.2
------ i Netaork Netmask 255.255255.0
------ @1 Announcement
[ (@ Job Ticksts Blugtooth P 192.168.11.1
[ Signaling Systems Bluetooth Accessory P 192.168.11.2
EH- Encoder
o Decoder Radio Network
- Contacts
[ RX Group Lists CAl Network |12 3:
H-- Channels
B Scan CAl Group Network |225 3:
B @8 Roam Max TXFDU See (bytes) [750 <]
- Capacity Plus
Telemetry UDP Port Img 3:
Forward to PC ID&'M vl
G
ARSIP  13.0.250.250
ARS UDP Port Im 3:
o

¢ In the Network pane, specify the following parameters.

16

Radio IP

This is the IP address used by the radio to communicate with the PC (using
the USB connection) and has to be unique. To avoid conflicts in case there
are several stations connected with USB, you can change the third octet of
the address.

Forward to PC
From the drop-down list, select Disabled.

ARS Radio ID
Specify the Radio ID of the ARS server.

TMS Radio ID
Specify the Radio ID of the TMS server.

Note: The ARS Radio ID and TMS Radio ID must be the same as
TRBOnet Radio ID in the Repeater settings of TRBOnet
Server. The recommended value is 64250 for both
parameters.
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4.3.3 Contacts

Repeater #1

TREOnet Radio ID:

TREOnet Local Port:

System Name:

TRECnet Peer ID:

Repeater #1

100

64250

50000

Master Repeater Connection Info:

Ak 4K 4F

¢ In the left pane, select Contacts > Digital and right-click it. Click Add > and
from the drop-down menu select the type of a call you want to add a contact

for.

i

-
[Uh- - b b

Job Tickets
Signaling Systems
Encoder

20

Connection
Type

-+ use

Regular

Route Type

Text Message
Aert Tone

Receive
Tone

Ring Style

[ Mo Style Repetitve

e (- (- m
[
=
3

Group Call CtrisF7

Private Call Ciri+F8

A Cal Cirt+F9

Dispatch Call  Ctri+F10
PC Cal Ctri+F11

e Enter the Contact Name and Call ID for the contacts you have added.
4.3.4 RX Group Lists

¢ In the left pane, select RX Group Lists > Digital. Right-click it, and choose
Add > RX Group List.

T - -
(L= e e o e

- B Text Messages
- () Telemetry

E Menu

... Security
e Network
@)} Announcement
Job Tickets

Signaling Systems

- Encoder

Decoder
Contacts

- ﬁ RX Group Lists

E| & Digtal
[ ] T
Capacity Plus

Flexible RX List
Bl @8 Channels

Scan

- @8 Roam

Aysilable

Police

In the left pane, select the group you have added.

-

Members

Firemen

In the right pane, in the Available list select a group, or multiple groups using
the SHIFT key, and click the Add button.

As a result, the group(s) will appear in the Members list.
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4.3.5 Channel
¢ In the left pane, select Channels. Right-click it, and choose Add > Zone.

18

@ Telemetry
o T Menu
@ Secunty
e Natwork
)7 Announcement
Job Tickets
- [@@ Signaling Systems
Encoder

- [ Contacts
RX Group Lists

T e - -

Drag zones to desired position

Set Voice Files | Clear Voice Files |

" Channels

Woice Announcement File

None

Position ‘ Zone Name
3 Zonet
|2 Channel Pool

None

H
H
H
- Decoder
H
H
=l

[T}

-

Ctri+F2

ECE
[ Cut

i} Crel
[:l Scan
- Roam

Paste

Sort

(5=

(Y] Copy CikeC

Ctri+X

Ctri+V

==l
[=a)

[ Capacity Plus v I

Add > Digital Channel.

[=-filles SLR 5500

- @@ General Setings Zone1

In the left pane, select the zone you have added. Right-click it, and choose

g Accessones Drag channels to desired position
i Security
gl Metwork Channel Bz Squelch | Voice Color Extended Range Dirsct
= Bandwidth Squeich N Inbound Color Code:
g Link Establishmer Name (kHz) Level Emphasis Code Mode
-~ ¥ MOTOTREO Linl ; = =
% stes P Link §1 N2 NiA 6 Hna 7 | Enablea
{ﬁ Talkgroups
El-- @ Channels
=9-&
frr Add 4 Analog Channel Shift+F5
’ Cut  CiisX Digital Channel Shift+F6
Copy  CirsC Dynamic Mixed Mede Channel Shift+F11
Paste  CiteV Capacity Plus Voice Channel Shift+F3
Capacity Plus Data Channel Shift+Fg
Delete  Del
Capacity Plus Voice Channel (Linked)  Clri=Shift=F3
Rename F2
Capacity Plus Data Channel (Linked)  Clri=Shift=F9
sort 3
< > [ | 2l

¢ In the left pane, select the channel (for example, named ERDM) that has

previously been added.

=8 DP4801 ~
General Seffing
- Butions.

- [l TextMessages
~ @D Telemetry

-« TE Menu

gy Network

@) Announcement
- Job Tickets

£ (@8 Signaiing Syste
- Encoder

- Decoder
H
H
=]

- [@8 Contacts
- [ RX Group Liste
- @ Channels
=~ @& Zonet
[ ——
[ Channel§
- [@® Scan
- [ Roam

-E-E-F-E-E-F

-
-

Top RX IX

Voice Announcement File |Nuna

Dusl Capacity Direct Mode [~

Timing Leader Preference [Eighle  «

Scan/Roam List [scan Listt -

AutoScan [

cokr Code [0 =]

Extended Range Direct Mode )[Enapies  +

nbound Color Code )1 =]
Outbound Cobor Code) [z =
RepeaterTime Siot [1

Phone System [jane -

ARS  |On System Change -

In the right pane, specify the following parameters:
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= Extended Range Direct Mode
From the drop-down list, select Enabled.

* Inbound Color Code and Outbound Color Code
Use different color codes for the inbound (radio transmission) and
outbound (repeater) transmissions.

Note: The Inbound Color Code and Outbound Color Code must
be the same as the corresponding color codes you have
specified for the repeater.

= ARS
Select On System Change to provide the automated registration for the
radio.

= Option Board
Select this option to enable the option board capability on the channel. The
option board must be installed and enabled in the radio otherwise this
feature will not function.

= DP4301
@8 General Seftings
- Accessonies Top RX IX
-~@E Buttons
~
= e |
Telemetry
- T menu Offset (MHz)
e Security
2 Network Frequency (MHz) )fa1e 972500 F ¥ (MH: 9.97
@) Announcement &
- @8 Job Tickets: RefFrequency |Defaut + RefFrequency |Defautt
[ @8 Signaling Systems
- @ Encoder usn - Contact Name ) [T 10 -
Decoder
E- @ Emergency Aisrm Indication [ Emergency System | None -
[ [ Contacts
(- [ RXGroup Lists Emergency Aarm Ack [T vox [0
E- @& Channels "
B e zonct Emergency Call Indication [~ PowerLevel [Hign -
\r [ERDM Emergency Call Decode Tone [ TOT (sec) ,E -
- (1 Channe! Pool
=] Scan TOT Rekey Delay (sec) |p 3:
= Alow Interruption [
B Capacity Plus v

= In the RX Frequency box, set the same radio frequency that you have
specified for the repeater.

= RX Group List

Select the Group list you have specified in section 4.3.4, RX Group Lists.
= TX Contact Name

Select the contact to which a call will be initiated on the channel when

pressing the PTT button. The contact is selected from the Contact list you
have created in section 4.3.3, Contacts.
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4.4 Configuring MOTOTRBO DDMS
The DDMS, or Device Discovery and Mobility Service is a service for tracking the
presence of radio subscribers in the radio network and transmitting the data to the
server. The scheme using DDMS is depicted in Figure 1. This section describes how
to configure and run MOTOTRBO DDMS service using MOTOTRBO DDMS
Administrative Client.
e Launch MOTOTRBO DDMS Administrative Client.
¢ In the left pane, select Watcher Settings.
%, MOTOTRBO DDMS — O X
File  Action Help
© 0[0][w]@ v
Service B Watcher Settings
=-RY Intefaces 3000
418 ARS Settings WatcherTO 14400
-43 Watcher Settings MotifyGroup 1]
L?@ Authentication Server Settings MotifyRate b
b [ Logging
PortWatcher
Fort listening for Watcher Subscribe requests.
Range: 1000 - 65535
Settings for Watcher interface
= PortWatcher
This is the port number for listening TRBOnet Server requests.
Note: This value will be used when configuring DDMS parameters
in section 5.1.1.2, DDMS Service, Service port.
DDMS service
'f Use DDMS service
Local port: 0 :
Service IP Address: 127.0.0.1 -
:
Authentication Port: | 5055 s
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¢ In the left pane, select Authentication Server Settings.

%, MOTOTRBO DDMS — O *

File  Action Help

CO00|[*& HR %

Service H Authentication Server Settings
Interfaces 127.0.01
® ARS Settings Authentication ServerPort H0R5
5 Watcher Settings
P E Authentication Server Settings
------ -4 Logging
AuthenticationServerlP
Authentication Server P Address

Setting for authentication server

= AuthenticationServerlP
This is the authentication server IP address.

= AuthenticationServerPort
This is the authentication server port number.

Note: These values will be used when configuring DDMS
parameters in section 5.1.1.2, DDMS Service,
Service IP Address and Authentication Port, respectively.

DOMS service

m Use DDMS service

Local port: 0 s
Service IP Address: 127.0.0.1 -
Service port: 3000

Ak Ak

Authentication Port: | 5055

e Once you have finished configuring the desired DDMS parameters, click the
Start button on the toolbar.

%, MOTOTREO DDMS

File  Action Help

EH Service
Version
Service Name
DisplayMName
Description
Service Mode
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4.5 Configuring MOTOTRBO MNIS

The MNIS, or Motorola Network Interface Service, is a Windows application which
acts as a data gateway between the data applications and the radio system. Data
messages are routed through the MNIS. The topologies using MNIS are depicted in
Figure 1. This section describes how to configure and run MOTOTRBO MNIS service
using MNIS Configuration Utility.

e Launch MNIS Configuration Utility.
¢ In the left pane, select General.

{™ MOTOTRBO Network Interface Service Configuration Utility - O X
Configuration  View Edit  Service Help
Ok W 0@
= @ ERDM
=
= Security System Operation Mode ) | Conventionial ~
8 Group List
8 Conventional MNIS Application 10 ) |64250 =

eﬂ Capacity Plus
8. Linked Capacity Plus
& Advanced

NI IP Address™ 172.168.10.1
Tunnel IP Address_3172.168.10.2

Subnet Mask  255.255 255.0

= System Operation Mode
From the drop-down list, select Conventional.

= MNIS Application ID
This is an individual ID that uniquely identifies the MNIS application in the
radio system. The recommended value is 64250.

Note: This is the ID that TRBOnet Server uses as its Radio ID
when connecting a master repeater.

= MNIS IP Address
It is recommended that the value of 172.168.10.1 is used unless there are
conflicts with other network interfaces on the PC.

= Tunnel IP Address

This is the IP Address used by the MNIS to communicate with TRBOnet
Enterprise (see 5.1.1.3, MNIS Data Service, IP Address).
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¢ In the left pane, select Conventional > Domain 1.

% MOTOTRBO Metwork Interface Service Configuration Utility * - m} x

Configuration  View Edit  Service Help

Dk H (m 2

= 4 ERDM A
i Bl Generl
@ Securty
. &4 Group List CMaster IP Address_»|10.10.102.123
'T" E C°”Vem'°”a' Wiaster UDF Port (50011
eﬁ Capacﬁy Plus

- i@ Linked Capacity Flus MNIS LEport (@ Automatically Assigned
& Advanced () Manually Assigned Nore

o

SFR Mode

Enable

Revert Channel
Security Setting | None
Security Alias

Group List | None

Revert Channel  [] ©

= Master IP Address
Enter the Ethernet IP address of the master repeater.

* Master UDP Port
Enter the UDP port number of the master repeater.

= Authentication Key
Enter the master repeater's authentication key (if any).

= SFR Mode
Select this option to enable the Single Frequency Repeater (SFR) mode.

= Repeater Slot 2 Enable
Select this options so that MNIS will be able to send or receive data over
the slot.
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¢ In the left pane, select Advanced.

{% MOTOTRBO Network Interface Service Configuration Utility * — O X

Configuration  View  Edit  Service Help

Dk H O

=- ¥ IPSC
8 General
@ Securty
[ 8 Group List Data Call Corfimed
' E Conventional ( Compressed UDF Data Header ) None "
v Capacty Plus
- G Linked Capacity Flus Battery Saver Preamble
= E Individual Data to Registered Site
ﬁ- Metwark
[ Forwarding Rules Selective Forwarding [

.. E® Application Overide Rul
Ppiication Overtide Rules TX Preamble Duration {ms) 120 =

-

Convertional Channel Access | Nomal ~

MNISLEID  ( se MNIS ID

@ Manually Assigned 200 =

= Compressed UDP Data Header
From the drop-down list, select the type of compression protocol used for
the UDP Data Header (None, MSI, DMR). It is recommended selecting MSI.
Note that the same type must be set on all subscriber radio channels
(CPS>Channels>Compressed UDP Data Header).

= MNIS LE ID > Manually Assigned
Enter a unique Peer ID among the repeaters in a radio system.
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¢ In the left pane, select Network.

neocom
SOoftware

Configuration ~ View  Edit  Service Help

Db H ©

= 4 Untitled
General
@ Securty
B & Group List
P aBE Lstt
é &4 Convertional
; +E Domain 1
@ﬂ Capacity Plus
. G Linked Capacity Plus
B @& Advanced
" T
i [Ep Forwarding Rulet
Application Oven

{™ MOTOTREO Network Interface Service Configuration Utility *

.
[ |
<

CAlNetwork |12 |£

CAl Group Networke (225 |5

ARS UDP Port (4005

TMS UDP Port 4007

Telemetry UDP Port 4008

Location Server UDP Port 4001

Battery Management UDP Port 4012
User Defined UDP Port 1 | Disabled
User Defined UDP Port 2 Disabled
User Defined UDP Port 3 | Disabled

XCMP Enable [
XCMP Server UDP Port  [4004

ARS Montar ]

ARS Monitor D |Mone

( Server Address ) 127.0.0.1

(4

Al 4 A

A [ 4

MNIS Cortrol Intefface TCP Port ) 5000

Device Discovery and Mobile Service

Server Address

This is the IP address of the MOTOTRBO Device Discovery and Mobility
Service (DDMS). The recommended value is 127 .0.0.1 if both DDMS and
MNIS reside on the same PC.

Watcher Port

This is the port number on the MOTOTRBO Device Discovery and Mobility
Service (DDMS) server to which the Watcher requests should be sent.

MNIS Control Interface

MNIS Control Interface TCP Port
This is the Transmission Control Protocol (TCP) port for the MNIS Control
Interface server. This value is used when connecting TRBOnet Server to

MNIS Service (see 5.1.1.3, MNIS Data Service, Control port).
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Once you have finished configuring the desired MNIS parameters, do the following:

e Click the Save button on the toolbar.

0D kliH ©

e On the Configuration menu, click Set as Active Configuration.

{% MOTOTRBO Network Interface Service Configuration Utility * - m} x

Configuration | View  Edit Service Help
New .
0 e

Import
Delete

Set as Active Configuration ‘

Select Active Configuration Systom Operciion Made - |EogyepiopeS e
Save MHNIS Application ID | 64250 =
Save as ..

Cloze

Exit

Ty

MNIS IP Address  [172 168101

Tunnel IP Address  172.168.10.2

Subret Mask  255.255.255.0

e Click the Start button on the toolbar.

DOk WO
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5.1

5.1.1

Configuring TRBOnet Enterprise

This section describes how to configure TRBOnet Enterprise software. By properly
configuring TRBOnet Server and TRBOnet Dispatch Console, you will be able to
utilize the full capabilities of your Extended Range Direct Mode system.

Configuring TRBOnet Server

To start TRBOnet Server, click the corresponding shortcut on the desktop,
or click Start > All Programs > Neocom Software > TRBOnet Server x.x

For instructions on how to configure TRBOnet Server's Database, Service, Network
parameters, etc., refer to TRBOnet Enterprise Quick Start Guide.

Connecting a Repeater

This section describes how to configure TRBOnet Server for communication with the
repeater of an ERDM system.

Note: Only the Master repeater needs to be connected to TRBOnet
Server.

¢ In the Digital Systems pane, click Add.
Or, in the Configuration pane, right-click Digital Systems.

¢ In the drop-down menu, click Add MOTOTRBO System.

In the Repeater pane, specify the connection parameters. To ensure your
connection parameters match the actual configuration of your radio network,
you may need to use Motorola CPS to determine the values. Contact your
radio network administrator, if you do not have this information.

Configuration Repeater #1 Version: 5.3.0.1703
£ service A
0 MNetwork System Name: Repeater #1
# Redundancy TREOnet Peer ID: 100 o
Database
(@ Reports TRECnet Radio ID: 54250 :
& nep
L} Service Management TREOnet Local Port: 50000 s
/‘( Advanced settings Master Repeater Connection Info:
------ * Geocoding Servers Master TP Address: 10.10.102. 123 -
.| Radio Networks -
- £5) TRBONet Cloud FEErlerrns 50011 =
@ Dlgltal Systems Authentication Key: 99999
L} Services System Type: Extended Range Direct Mode -
1:3 Repeater #1
)’ Advanced settings System Identifier: Department 1
Privacy
DDMS service
i MNIS data service
.0 slot SF
----- =| Analog Control Stations w
Set Defaults Apply oK Cancel

e System Name
Enter a name for the repeater. This name will be displayed in the Dispatch
Console.
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TRBOnet Peer ID
Enter a Peer ID for TRBOnet Server. The Peer ID must be unique among the
repeaters in the radio system.

TRBOnet Radio ID
Enter the Radio ID, which is a gateway for voice and data. The Radio ID must
be unique in the radio system. The default value is 64250.

TRBOnet Local Port

Enter the port number on the TRBOnet Server computer that will be used by
TRBOnet Server to establish a connection to the repeater. Use unique port
numbers for each repeater connection if there are several repeaters connected.

Master IP Address
Enter the Ethernet IP address of the master repeater.

Note: This value is programmed for a repeater via MOTOTRBO
CPS, in Link Establishment>Master IP. See section 4.1.3.

Master UDP Port
Enter the UDP port number of the master repeater.

Note: This value is programmed for a repeater via MOTOTRBO
CPS, in Link Establishment>Master UDP Port. See section
4.1.3.

Authentication Key
Enter the repeater's authentication key (if any).

Note: This value is programmed for a repeater via MOTOTRBO
CPS, in Link Establishment>Authentication Key. See section
411.3;

System Type
From the drop-down list, select Extended Range Direct Mode.

Test

Click this button to check the connection to your master repeater. If the test is
successful, you'll see the information about the repeater you are connected to,
such as the serial number, firmware version, and other relevant information.

System ldentifier
Enter the system identifier. Note that the system identifier should be the same
for all control stations and repeaters used in the same radio system.

Use NAI Voice, Use NAI Data (MNIS and DDMS)
These options are automatically selected.

Click Apply after entering all the required values. A confirmation dialog will appear,
prompting you to save the configuration and restart the TRBOnet Server service. You
can also restart the service manually.
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5.1.1.1 Advanced Settings

¢ In the Configuration pane, under the corresponding Repeater, select
Advanced settings.

Configuration Advanced settings Version: 5.3.0.1703
£ Service ~
0 Network Voice Call Hang Time (ms):
¢ Redundancy Group Call: 3000 :
Database . <
-b‘ Reports Private Call: 4000 =
L} Service Management Emergency Call: 4000 I
W advanced settings _
/J\ Geocoding Servers T 120 -
.| Radio Networks TX Timeout: 60 5 seconds
.4 TRECNet Cloud
@ Dlglta| Systems Phone System: Matorola Phone System -
;i Services Allow CSBK Data
tﬂ IPSC
Privacy
i DDMS service
&5 MNIS data service
L. Slot 5F
.. [%| Analog Control Stations
Fa:| Remote Agents hd
Set Defaults Apply OK Cancel

¢ In the Advanced Settings pane, specify the following repeater-related
advanced settings:

Voice Call Hang Time (ms):

= Group Call
This value sets the duration the repeater reserves the channel after the end
of a group call transmission. During this time, only members of the group
that the channel is reserved for can transmit.

= Private Call
This value sets the duration a radio keeps the private call setup after a user
releases the PTT button. This is to avoid setting up the call again each time
a user presses the PTT button to transmit. During this time, other radios can
still transmit since the channel is essentially idle. After the hang timer
expires, the radio transmits using the TX Contact Name parameter specified
for this channel in MOTOTRBO CPS.

= Emergency Call
This value sets the duration the repeater reserves the channel after the end
of an emergency call transmission. During this time, only members of the
Group that the channel is reserved for can transmit.

Note: The values of the above three parameters must be taken
from the corresponding parameter values programmed for
the repeater via MOTOTRBO CPS in General Settings.
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= TX Preamble
Enter the value of the TX Preamble. The TX Preamble is a string of bits
added in front of a data or control message (Text Messaging, Location
Messaging, Registration, Radio Check, Private Call, and other message
types) before transmission. The acceptable range is 0 - 8640 ms. The
recommended value is 120 ms.

= TX Timeout
Enter the time, in seconds, to be used as a voice session limit. When the
dispatcher starts any voice session in the Dispatch Console, transmission
will be interrupted after this TX Timeout expires.

= Phone system
From the drop-down list, select Motorola Phone System.

5.1.1.2 DDMS Service

The DDMS, or Device Discovery and Mobility Service is a service for tracking the
presence of radio subscribers in the radio network and transmitting the data to the
server.

¢ In the Configuration pane, under the corresponding Repeater, select
DDMS service.

Configuration DOMS service Version: 5.3.0.1703
nr Service ~
O Network /! Use DDMS service
# Redundancy Local port: 0
Database
'._bg Reports Service IP Address: 127.0.0.1 Test

LF Service Management Service port: 3000
)f_ Advanced settings
N Geocoding Servers
.| Radio Networks
,9 TRECRH=t Cloud wService IP Address Service port Local port
() Digital Systems 1 M 0
’ Services
..l IPSC
LB pdvanced sett
Privacy
DDMS service
)f_ Advanced :
gy MNIS data sen
{00 Slot SF v
< >

AR AF 4 4P

Authentication Port: | 5055

Redundant services:

Add Delete Test

Set Defaults Apply 0K Cancel

¢ |n the DDMS service pane, specify the following DDMS service-related
settings:

= Use DDMS service
Select this option to enable the DDMS service for the server.

* Local Port
Enter the number of the local port to be used on a PC with TRBOnet
Dispatch Software for DDMS service.
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= Service IP Address
Enter the IP Address of the PC with the DDMS service installed and running.

= Service port
Enter the service port number.

Note: This value is programmed for a DDMS service via
MOTOTRBO DDMS Administrative Client, in
Interfaces >Watcher Settings>PortWatcher.

= Authentication Port
Enter the authentication server port number.

Note: This value is programmed for a DDMS service via
MOTOTRBO DDMS Administrative Client, in
Interfaces >Authentication Server Settings>
AuthenticationServerPort.

= Redundant services
Here you see the list of redundant DDMS services for failover purposes.

e Click Add and specify the required parameters for the DDMS service
being added.

e Click Test to test if the selected DDMS service is available.

e UsetheUp (2 )and Down (¥ ) buttons to move a selected DDMS
service up and down in the priority list of DDMS services.

5.1.1.3 MNIS Data Service

MNIS, or Motorola Network Interface Service, is a Windows application which acts as
a data gateway between the data applications and the radio system. Data messages
are routed through MNIS.

¢ In the Configuration pane, under the corresponding Repeater, select
MNIS data service.
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Configuration MNIS data service Version: 5.3.0.1703
G Netwark ~
ﬁ'.'t Redundancy &1 Use Data Gateway
— Database /| Service is on a local host
i Reports
L} Service Management IP Address: 192.168.10.2 T
}' Advanced settings v Control port: 55000 - Test
L A Geocoding Servers MMIS Service: K
d Radio Networks Redundant services:
€3 TREOnet Cloud IP Address Contral port Local port
Q) Digital Systems
’ Services
..l TPSC
----- : }'_ Advanced setti
----- . Privacy
. L} DDMS service
L / Advanced :
L F MNIS data sen
L }' Advanced !
----- I Slot 5F W Add
£ >
Set Defaults Apply oK Cancel

¢ In the MNIS data service pane, specify the following MNIS data service-
related settings:

= Use Data Gateway
Select this option to enable the MNIS data service for the server.

= Service is on a local host
Select this option if the MNIS data service will be used on the local PC.

= |P Address
Enter the IP Address used by the MNIS to communicate with the PC.

Note: This value is programmed for a MNIS data service via
MOTOTRBO MNIS Configuration Utility, and can be
retrieved from General>Tunnel Network>Tunnel IP Address.

= Control port
Enter the number for the MNIS control port.

Note: This value is programmed for a MNIS data service via
MOTOTRBO MNIS Configuration Utility, in
Advanced>Network>MNIS Control Interface TCP Port.

= MNIS Service
Select this option, and from the drop-down list select the available MNIS
service.

= Redundant services
Here you see the list of redundant MNIS data services for failover purposes.

e Click Add and specify the required parameters for the MNIS data service
being added.

e Click Test to test if the selected MNIS data service is available.
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e UsetheUp ( * )and Down ( ¥ ) buttons to move a selected MNIS data
service up and down in the priority list of MNIS data services.

5.1.1.4 Slot SF

¢ In the Configuration pane, under the corresponding Repeater, select Slot SF.

Configuration Slot SF Version: 5.3.0,1703
Database .

_-1}3 Repaorts

L} Service Management MName:

}' Advanced settings Messaging Delay: MNormal -

------ A Geocoding Servers
.| Radio Networks

{5 TRBOnet Cloud
@ Dlgltal Systems

Use the slot for RX Data only (GPS Revert or Data Revert)

;3 Repeater #1 | Always transmit when the PTT is pressed ("Impolite™ channel access)
Advanced settings
Privacy

DDMS service

/ Advanced setting
MMIS data service

;f Advanced setting
[ Slot SF

----- = Analog Control Stations ¥

i/| Emergency Alarm Ack
i/| Emergency Calljalarm Indication

£ >

Set Defaults Apply oK Cancel

¢ In the Slot SF pane, specify the following slot-related parameters:

= Name
Enter a name for the slot. This name will be displayed in the Dispatch
Console.

= Messaging Delay
From the drop-down list, select the inter-repeater messaging delay based
on the IP network configuration.

e Normal
The inter-repeater messaging delay is 60 ms.
e High
The inter-repeater messaging delay is 90 ms.
= Use the slot for RX data only (GPS Revert or Data Revert)
Select this option to configure the slot so that it will only receive data, thus
having no transmission capability.

= Allow TX interrupt
Select this option to allow interrupting dispatcher transmissions by radios
that are Transmit Interrupt capable.

= Always transmit when the PTT is pressed ("Impolite” channel access)
Select this option so that when the PTT button is pressed, the dispatcher
will start transmitting regardless of whether the channel is free or not (that
is any transmission in progress will be interrupted).

33



neocom
sOoftware

= Data Call confirmed
Select this option to enable individual packets in data calls (ARS, GPS, and
Text Message) on the current slot to be confirmed.

= Private Call Confirmed
Select this option to set Private calls on the current slot as confirmed. By
default, Private calls are unconfirmed.

= Emergency Alarm Ack
Select this option so that the Dispatch Console is allowed to acknowledge
an emergency alarm received via this slot.

= Emergency Call/Alarm Indication
Select this option so that audio and visual indication is given for an
emergency call/emergency alarm received via this slot.

5.1.2 Connecting a Control Station

This section describes how to configure TRBOnet Server for communication with a
control station in an ERDM system.

¢ In the Digital Systems pane, click Add.
Or, in the Configuration pane, right-click Digital Systems.

¢ In the drop-down menu, click Add Control Station.

Configuration Control Station #1 Version: 5.3.0.1703
{r Service L)
G Metwork MName: Control Station #1
# Redundancy Radio ID: 54250 -
Database
i_';l!' Reports IP Address: 192.168.98.2 v @ Test
L} Service Management Mode: Single Control Station -
A Ad d setti
/, vanted setings System Identifier: Department 1
N Geocoding Servers
.| Radio Netwarks |Jse the radio for RX Data only (GPS Revert or Data Revert)
9 TRBOnet Cloud Playback device: Primary Sound Driver @
D) Digital Systems
i..L} Services Recorder device: Primary Sound Capture Driver - @
Control Station #1
}' Advanced settings
-] TRBOnet Swift Agent #1
------ | Analog Control Stations
il Remote Agents
f5| Friendly Servers
ﬁ Telephony W
Set Defaults Apply oK Cancel

¢ In the Control Station pane, specify the following control station-related
parameters:

= Name
Enter a name for the control station. This name will be displayed in the
Dispatch Console.

= Radio ID
This is the Radio ID of the radio unit connected as a control station.
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Note: This box is populated automatically once you have
successfully tested the control station by clicking the Test
button.

= |P Address
Enter, or select from the list, the IP Address of the control station network
interface.

Note: This value can be taken from the radio's configuration in
MOTOTRBO CPS, in Network>Accessory IP.

= Test
Click this button to check the connection to the control station. If the test is
successful, you'll see the information on the control station you are
connected to, such as radio ID, serial number, firmware version, and other
relevant information.

= Mode
From the drop-down list, select Single Control Station.

= System Identifier
Enter the system identifier. Note that the system identifier should be the
same for all control stations and repeaters used in the same radio system.

= Use the radio for RX data only (GPS Revert or Data Revert)
Select this option to configure the radio channel so that it will only receive
data, thus having no transmission capability.

= Playback device
From the drop-down list, select the playback device on the PC that will be
used to transfer audio to the control station.

= Recorder device
From the drop-down list, select the recording device on the PC that will be
used to audio from the control station via a line-in jack connection.

e Click Apply after entering all the required values. A confirmation dialog will
appear, prompting you to save the configuration and restart the TRBOnet
Server service. You can also restart the service manually.

5.1.2.1 Advanced Settings

¢ In the Configuration pane, under the corresponding Control Station, select
Advanced Settings.
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Configuration Advanced settings
¢ service ~
G Netwaork /! Automatically reset alarm mode
¥ Redundancy ! Automatically handle call alert
= Database /| Emergency Call/Alarm indication
i Reports Use front microphone
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L} Service Management
W Advanced settings

...... .\, Geocoding Servers

Always transmit when the PTT is pressed ("Impolite™ channel access)
Use serial port for PTT key up

.| Radio Networks

@ Digital Systems T¥ Timeout: &0 - seconds
L} Services

Contral Station £1 Signaling System: Mone * | Configure

L z Advanced settings Allow CSEK Data

5= Remote Agents

[l Friendly Servers
‘E Telephony
}' Data Sources
%% Modbus TCP
4 Email hd

Set Defaults Apply 0K Cancel

In the Advanced Settings pane, specify the following control station-related
advanced settings:

Automatically reset alarm mode
Select this option to reset alarm mode on the control station radio
automatically. It is recommended to enable this option.

Automatically handle call alert
Select this option to automatically redirect call alerts from the control
station radio to the Dispatch Console.

Emergency Call/Alarm indication
Select this option so that audio and visual indication is given by the control
station radio when an Emergency Call/Emergency Alarm is received.

Use front microphone (for PTT key up)
Select this option to use the speaker microphone on the front of the radio.

Always transmit when the PTT is pressed ("Impolite” channel access)
Select this option so that when the PTT button is pressed, the radio will
start transmitting regardless of whether the channel is free or not (that is
any transmission in progress will be interrupted).

Use serial port for PTT key up
Select this option to use a remote control of the PTT button via the serial
port of the PC, and select the serial port from the drop-down list.

TX Timeout

Enter the time, in seconds, to be used as a voice session limit. When a
dispatcher starts any voice session in the Dispatch Console, the ongoing
transmission will be interrupted after this TX Timeout expires.

Signaling system

From the drop-down list, select the signaling system.
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e MDC 1200 signaling is a Motorola data system using audio frequency
shift keying (ASFK) using a 1,200 baud data rate. A general option is to
enable or disable an acknowledgement (ACK) data packet.

e SELECT 5 (5 Tone Signaling System). In the 5 Tone Signaling Systems,
each radio has a unique numeric identity (for example, 12345).

= Allow CSBK Data
Select this option so that GPS data is sent in a single CSBK.

5.1.3 Enabling Telephony

TRBOnet Server has its own built-in SIP server to support VolP communications
between the radios as well as other SIP-compliant clients.

¢ In the Configuration pane, select Telephony

¢ In the Telephony pane, select Use Telephony.

Configuration Telephony
L[ Slot #1 ~
----- I Slot #2 /| Use Telephony
- Local Slots
i 5IP Server
..... | Control Station #1

. TREOnet Swift Agent1 W] Internal PBX Server

% Controller #1
% Controller #1
:é Selex £1

----- | Analog Control Stations
35| Remote Agents

Fal Friendly Servers
ﬂ Telephony

...... f Advanced settings

...... ﬂ' Internal PEX Server

...... }' Advanced settings

I Data Sources

212 Modbus TCP

=4 Email
EE Add
E License h

Set Defaults Apply oK Cancel
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5.1.3.1 Internal PBX Server
e Make sure the Internal PBX Server option is selected in the Telephony pane.

¢ In the Configuration pane, select Internal PBX Server.

Configuration Internal PBX Server
£ Slot #1 ~
.0 Slot £2 :
Ll Local Slots ) -

lllll " Control Station %1 Local IP: 10,10, 100,93 * & Port: 5060

-0 TRBOnet Swift Agent=1

% Controller #1

% Controller #1 SIP ID: 1234

ﬁ Selex £1

----- =| Analog Control Stations

F3il Remote Agents

Dispatch Center

SIP User: 1234

Fal Friendly Servers
I Telephony

T Internal PEX Server

I Data Sources

22 Modbus TCP

4 Email

[ sMs

5 License A

Set Defaults Apply oK Cancel

¢ In the Internal PBX Server pane, specify the following parameters:

= Local IP
Enter the IP address of the PC with TRBOnet Server.

= Port
Enter the local UDP port number for the SIP service (5060, by default).

Dispatch Center

= SIPID
Enter the SIP ID that will be used by the Dispatch Center.

= SIP user
Enter the SIP user name that will be used by the Dispatch Center.
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5.2

5.2.1

Configuring TRBOnet Dispatch Console

To start TRBOnet Server, click the corresponding shortcut on the desktop,
or click Start > All Programs > Neocom Software > TRBOnet Dispatch x.x

The dialog box will appear prompting you to enter the TRBOnet Server IP address,
User Name, and Password. The default Administrator credentials are admin for the
login and admin for the password.

For a more detailed information on how to use TRBOnet Dispatch Console, refer to
TRBOnet Enterprise User Manual.

Registering Radio Groups

Go to Administration (1), Radio Group (2) to add/edit/delete Radio Groups in the
system.

File View Map Tools Help

Administration Radio Group &)

(&) Disabled Rados " Intercom |I| |£| @ 1: Line free E |:| All Call |I| E

% Dispatcher Groups
=3, pispatchers Group 10 [][=] Group 20 [][=] Group 30 [=][=]

(=] Email Groups

g SMS Groups [Jerivate cal [0][=]
ESEFS\G = Add| =) Edit | Sk Delete | = Grouping 7 Auto Filter @ Default Settings

= Logical Groups

@ Radio Groups Name A | Radio ID MDC { Sel-5 (Hex) Bl
) Radios 2  ||Cleaners 30 5 Cleaning group

Firemen 20 a

|'lj_édz| Voice Dispatch Police 10 0
B 30b Ticketing 3
Route Management
@ RFID Tracker

l:l'[extl-‘lasagﬁ

ﬂ Voice Recording

Event Viewer

EEI Radio Allocation / 1
1
P — =
4| | « | Record 10F 3 v | m|em| «| »
E'b 127.0.0.1 @ E? ‘ ﬁ Administrator | [=A Licensed to: demo Demo License | @ Active-

e Click Add (3) to add a radio group to the system:

¢ In the dialog box that appears, specify the Name and Group ID (Radio ID) of
the group you are adding.

Note: Make sure that the radio group(s) created in the Dispatch Console
are present in the radio’s RX Group List (see section 4.3.4, RX

Group Lists).
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5.2.2 Registering Radios

Go to Administration (1), Radios (2) to add/edit/delete Radios in the system.

File View Map Tools Help

Administration

L@ Dispatcher Groups
"@s Dispatchers

g SMS Groups
Eﬁ, Users
= Logical Groups

% Radio Groups 2
...... aEm e

£

(=), voice Dispatch

% Location Tracking

w Job Ticketing

Rnu'b:ﬂﬂngﬂncnt

IlFlDTra*er

l:l Text Messages

Radios

D« &

l:‘ Private Call E E l:l Group 10

B~

<

Cuca BES[o)

- i Unregistered

“F Add Group | 5l Add MOTOTREO Radio|-| =% Add WAVE Radio =} Add TRBOnet Mobile =} Add Range 7
cCalsign & Type “\ Radio D SIP ID Radio Gro... | Logical Gr... | Description

O 125 MOTOTRBO Radio 5 125 11; Firemen Cleaning, ...

® 13 MOTOTREO Radio Al

@ 235 MOTOTREO Radio 235 Firemen; P... Cleaning

@ 3333 TREOnet Mabile 3333 13; 22

(@) ss5 MOTOTREO Radio Al

(®) Radio 300 MOTOTREO Radio al

1

L~

it4] 4| «|Record 10fs | m|mm| 4]

S

1270071 &3 Bb | € Administrator | [=8 Licensed to: demo

e Click Add MOTOTRBO Radio (3) to add a new radio.
¢ In the dialog box that appears, specify the Callsign, Radio ID, Radio Groups,

and Home Group to which the radio belongs.
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5.2.3 Registering SIP extensions
This section describes how to add SIP extensions to TRBOnet Dispatch Console.
e Go to Administration (1), Telephony (2).

¢ In the Telephone pane, click the Extensions tab (3), and then Add > SIP
Phone (4).

File View Map Tools Help

Administration Telephony

E server 2 @ 1: Line free @ Inhercom

Database Configure Calls Extensi Redirect Calls | Aliases | Profiles
""" -1 Radio Systems B Add|~ B Edit | % De|ete.\§ Grouping 7 Auto Filter € Default Settings
----- @ System Bridging 2
""" @ Telephony 4——_‘-— @ \ |51P User |Ca|:'ﬁ°”
L Tacke v " TREOnet Mphile Client 1234 Internal PEX Server
B Rado 125 125 125
UL, Voice Dispatch B) Radi 235 235 235
Route Management
El Text Messages
G — 4T
- -
@ || «|record 10f3 » [ m|m] < o
@) 127.0.0.1 @ | ﬁ Administrator | [=A Licensed to: demo Demo License | @ Active

¢ In the dialog box that appears, specify the SIP ID and SIP User of the SIP user
you are adding.
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